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Abstract.

The complex web of the global information grid will undergo explosive changes over coming
decades. As advances in science and technology converge, a myriad array of discoveries in
biotechnology, nanotechnology and information technology will produce unpredictable effects that
must be accounted for in any estimate of what the world will look like in this future.

A strategically important feature of this world will be the emerging trend of information warfare.
Though still immature at present day, this trend will become increasingly dominant in the years to
come. The information warfare of tomorrow will be radically different from its prototype today. No
longer will it be confined to the mainframes of the Internet or to corporate databases: the
battleground of the future will draw into its scope the scientific advances being made today in bio-
and nanotechnologies. Divisions between man and machine will blur — when networked technologies
are ubiquitous, a state-sponsored attack on electronic networks can have far-reaching — and
devastating — physical consequences.
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| believe that we are at the most critical place and time in human history. Indeed,
these are the times and we are the people who must act. If not now, then when?
If not you, who? What we do makes a profound difference.

Jean Houston

The sixth annual UNISCA conference was a resounding success. [ am extremely proud of
the extraordinary commitment that the delegates displayed — with their maturity, their
dedication, and with the extraordinary efforts that they put forward into making the week
such a success.

Active involvement and cooperation are essential for bringing about a better tomorrow.
No one is unaffected by the events occurring in the world today — we are all
interconnected, and we are all interdependent upon one another to create a better world.

By taking part in UNISCA, each one of us has taken the important step of working
towards a solution for the myriad challenges our world faces today. Our actions can serve
as a positive force and as an instrument of change to make our world a better place. I am
deeply honored to be working with so many others who share this long-term vision for
humanity.

Sincerely,

Christopher Altman”

Chairman, First Committee

* Home: http://infosec.casimirinstitute.net/
Contact: altman@casimirinstitute.net
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There are but two powers in the world: the sword and the mind.
In the long run, the sword is always beaten by the mind.

Napoleon Bonaparte

The antithesis of security is complexity.

Jim Hughes, INFOSEC

Introduction

The complex web of the global information grid will undergo explosive changes over the
coming decades. As advances in science and technology converge, a myriad array of
discoveries in biotechnology, nanotechnology and information technology will produce
unpredictable effects that must be accounted for in any estimate of what the world will
look like in this future. A strategically important feature of this world will be the
emerging trend of information warfare. Though still immature at present day, this trend

will become increasingly dominant in the years to come.

The information warfare of tomorrow will be radically different from its prototype today.
No longer will it be confined to the mainframes of the Internet or to corporate databases:
the battleground of the future will draw into its scope the scientific advances being made

today in bio- and nano- technologies. The divisions between man and machine will blur.



When networked technologies are ubiquitous, a state-sponsored attack on the Internet can
have far-reaching, and devastating, physical consequences. This briefing examines the
contributing factors that have lead to shaping this most unique of times in human history.
Alvin and Heidi Toffler’s Third Wave has been realized. We live in an increasingly
information-dominated world, vulnerable to attack from the very features that give it its

power and versatility. In digital space, location no longer bears any meaning.

Convergence

Futurists Alvin and Heidi Toffler mapped the evolution of society in three progressive
‘waves’: the agrarian, industrial, and information stages of development. These transitions
revolutionized the very foundations of modern society. We are now witnessing the
convergence of technologies catalyzed by the information age. We have traversed the
crest of the Third Wave, and will witness in the 21* century a synthesis of knowledge that

can only be characterized as a new Renaissance.

The Third Wave transition was roughly concurrent to the advent of the networked
computer. ARPANET, the predecessor to the modern Internet, was developed by the US
Advanced Research Projects Agency to facilitate communications between government
and university researchers. But the scientists who developed this network had no way to
foresee how quickly the Internet would grow to encompass the world. Its rapid explosion
into the worldwide web marked a phase transition of unprecedented proportions — one

that has propelled the world headlong into the age of networked information.

The sweeping changes brought about by the information revolution have sent resounding
shockwaves through society, transforming virtually every field of scientific endeavor. But
driven by Moore’s Law, these changes are only accelerating in their progression. The
Internet will change beyond recognition over the coming decades. Optical routing will

bring increased bandwidth. Embedded micro-electromechanical sensors, no larger than a



grain of sand, will link appliances together through wireless communications. The
network will become a truly ubiquitous medium. These advances alone would deeply
transform the world around us. But the field of information technology does not exist in a
vacuum — the revolution in informatics is inextricably linked to every other field of

scientific inquiry.

Our machines will become much more like us, and we will become much
more like our machines.
Rodney Brooks

Synergistic advances in neuroscience and artificial intelligence will profoundly change
the way we look at ourselves and the world around us. When asked what to expect from
science over the coming years, an interdisciplinary committee of Nobel laureates; agreed
upon one thing: the coming years will bring revolutionary changes in our understanding
of the mind. Dr. Ronald Brachman, Director of the DARPA Information Processing
Technology Office, has gone so far as to say that “we will move from the age of

information to the age of cognition,.”

An omni-linked world populated with intelligent artifacts will bring sweeping changes to
virtually every facet of modern life — from science and education to industry and
commerce — leaving no segment of society unaffected by its advance. How will
civilization change in response to a world saturated with embedded intelligence? How can
these technologies be best applied to improve the human condition? These issues will
become increasingly important as advances in science and technology bring us closer to

unveiling the mysteries of the mind.

Biotechnology and information technology will continue to drive each other in a

synergetic interplay of discovery. Medicine has been one of the greatest beneficiaries of

' BBC News, Nobel Minds. 15 December 2002.
% Defense Advanced Research Projects Agency. Systems that Know What They’re Doing.



the information age, as increasing computational power drives innovation and facilitates
the discovery of new therapies. Bioinformatics will transform health care and increase our
resistance to disease. Debates over privacy and the control of information will become
forefront issues. Who owns the information contained in your DNA? Rapid advances in
genome sequencing, drug prototyping, and even eugenics will pose controversial and
difficult questions to society in the years to come.

If | were asked for an area of science and engineering that will most likely

produce the breakthroughs of tomorrow, | would point to nanoscale science
and engineerings.

Materials technology is yet another beneficiary of the Third Wave revolution.
Technologies such as rapid prototyping and self-assembly will change the nature of
manufacturing. Advanced polymers allow for the creation of highly versatile and robust
industrial products. Adaptive materials will sense and respond to changes in their

environment.

Perhaps the greatest of possibilities lies within the domain of nanotechnology — the
science of manipulating matter at its smallest scales. A society with the capability to
harness advanced nanotechnologies in the form of molecular manufacturing is the
information society fully realized — a society that has taken the knowledge gained from
the information revolution, and directly channeled it to inject that information back into
the environment. As envisioned, nanotechnology in effect transforms matter into
software: if an idea can be imagined within the bounds of physics, it can be transferred
into matter. In this case, atoms themselves are the building blocks of manufacture.

Never has such a comprehensive technology promised to change so much

so fast. Inevitably, nanotechnology will give people more time, more value for

less cost, and provide for a higher quality of existence. Those nations,

governments, organizations and citizens who are unaware of this impending

power shift must be informed and enabled so that they may adequately
adapt,.

® Neal Lance, Former Science and Technology Advisor to the President of the United States
* James Canton, President, Institute for Global Futures



The convergence of these technologies has reaped innumerable benefits to our quality of
life, and brought about a dramatic rise in innovation. But the Third Wave transition has
been an unevenly distributed phenomenon. For the first time in history, agrarian and
industrial economies share borders with those that have already successfully navigated the
transition to becoming information societies. This imbalance brings tension, and it sets the
stage for future conflict. If we cannot properly channel our technologies to eliminate our
political, economic and social backwaters, we will see further instability and reduced
security around the globe. In an age of ubiquitous technology and relative prosperity, this

condition is simply not acceptable.

Conflict

Information age technology is making the environment in which future military
operations occur more dynamic and unpredictable. It renders national
economies sensitive to global developments, heightens cultural and political
awareness on the part of the world’s populations, and fuels radical
movements that promote worldwide political fragmentation and
destabilizations .

How will continuing technological advances interface with information warfare? The
conflicts of tomorrow will know no borders. The lines of demarcation between organic
and synthetic will begin to blur — the network of the future will behave more like a living
organism than a digital computer. The pervasiveness of technology will require security

measures that are robust, versatile and adaptable to changing conditions.

The electron, in my view, is the ultimate precision-guided weapon.

John Deutch, Former DCI

® Echevarria 30.



In its broadest sense, information warfare has existed since the advent of human
communication and conflict. But the dawn of the Third Wave society has brought us to
the point where information has become the dominant medium of exchange that drives
the global economy. Our societal dependence upon these technologies makes us

increasingly vulnerable to attack from the digital arena.

Present-day infrastructures are perilously unprepared for this kind of attack. Future
strategic contingencies must deem national preparedness to be of critical importance.
Former CIA Director John Deutch ranks the threat of information warfare as a ‘close
third” behind the threat from weapons of mass destruction and the proliferation and
terrorist use of nuclear, biological and chemical weaponss. But the nature of this threat is
difficult to define. With no traditional battlefield, no borders, and no clearly defined

combatants, securing our digital infrastructures seems an impossible task.

The day may well come when more soldiers carry computers than carry
guns.
Alvin and Heidi Toffler

Conventionally, information warfare has been viewed through the lens of conventional
warfare: ‘surgical’ strikes to eliminate infrastructure centers, communications posts, and
sensor arrays — all have focused on waging war as a zero-sum game. But the nature of

information itself changes the fundamentals of how this kind of war must be waged.

This point has not gone unnoticed: the military has already set its sights upon the next
generation of conflict. Traditional strategic models will soon be superceded through the

next generation of enabling technologies. The USAF 2025 Final Report calls for mature

® Joyner and Lotrointe 2001.



and highly sophisticated global strike capability, using an array of advanced technologies
including mini-satellites, microsensors and holographic projection systems. The network
would extend traditional military capabilities to encompass information attack, deception,
biomedical attack, and multispectral warfare;. This change marks a radical departure from
present-day military options, fueled by the very technologies that are driving the

information revolution.

The most sophisticated and important information warfare ‘battles’ of the
future may be waged with adversaries who never know they were
‘defeateds.’

By definition, the most successfully waged information campaigns are never made public.
Information warfare is ultimately about shaping minds: it is about changing ideas and
perceptions. A Third Wave society is especially sensitive to this kind of manipulation. In
a society dominated by information exchange, ‘reality’ is malleable. Opinions can sway in
response to information presented by government, media, industry and outside influences.
Information, and disinformation, become powerful weapons — applied memetic
engineering. The virtual world of the internet allows unprecedented freedom of movement
along this axis. Spheres of influence become location independent. The mind is both the

currency of the net and the battleground of the future.

Warfare is about achieving behavioral change, and the highest art is to
accomplish that change without a single shot being fired.

John L Peterson

" USAF2025
8 peterson 2000.



Complexity

| think the next century will be the century of complexity.

Stephen Hawking

Future strategic initiatives must shift from traditional, Newtonian modes of thinking in
order to harness the emergent complexity and parallel processing capabilities of fully
networked information systems. In systems that extend orders of magnitude beyond the
limits of understanding, the very concept of control must undergo a fundamental
redefinition. Complex systems theory offers an array of promising techniques to aid

tactical analysis in this area.

| shall proceed from the simple to the complex. But in war more than in any
other subject we must begin by looking at the nature of the whole; for here
more than elsewhere the part and the whole must always be thought of
together.

Carl van Clausewitz

The Internet is a classical example of the complex dynamical system: it is decentralized,
made up of independent autonomous agents, and its structure follows a scale-free
topology — a fractal power-law distribution curve. The application of a systems approachg
to information warfare offers an extended range of options for averting and resolving
conflict. Instead of placing focus upon brute force countermeasures, a strategic emphasis
on global phase spaceip dynamics encourages proactive thinking — the latter is less costly

and less risky, both politically and militarily.

® llachinski, Peterson, Schneider.
'% Phase space: a mathematical visualization space that describes the behavioral parameters of a
dynamical system.

10



Whereas conventional wisdom sees combat as essentially a head-on
collision between two massive, and perhaps slightly malleable, billiards,
obeying a Newtonian-physics-like calculus of interaction, the complex
adaptive systems approach sees a self-organizing hierarchy of evolving
activity of two interacting ‘fluids,” in which global patterns of combat emerge
out of an evolving substrate of low-level interaction rules,;.

One potential application lies in the utilization of phase space reconstruction techniques
from the field of nonlinear dynamics to reconstruct attractorss2 from real-world data and
make short-term behavioral predictions based on underlying patternsqs. In complex

adaptive systems such as the Internet, this feature can play a role in influencing strategic
planning in situations where multiple potential paths converge to culminate in a desired

outcome.

It is likely that more and more, InfoTech and InfoWar will be drawn into
proactive, preventative roles and missions, designed to assure that some
failing or weak part of the system is ‘tuned,’” resulting in a larger system that
is healthiery,.

A related technique offered by a complex systems approach is chaotic control, a
paradoxical property of chaotic systems in which decision makers can selectively adjust
feedback to ‘guide’ the system into a desired state. Its advantage lies in the fact that it can
be applied using only experimental data in which no model is available for the system.
Potential applications for chaotic control include selective computer viruses and artificial
immune systems. Using advanced visualization techniquesis, genetic algorithms and

neural network classifiers, next-generation information warfare theorists may think not in

terms of classical warfare, but in the language of complexity.

" llachinski, Part I, p. 19.

'2 Attractor: a region of phase space that a system inevitably approaches as it evolves.

' llachinski, Part II, p. 8

'* Peterson 2000.

'° Advanced visualization techniques are being developed at research centers such as Pacific
Northwest National Laboratory and under sponsorship of national initiatives under DARPA.
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Synergies with developing technologies will bring radical changes to network security as
silicon-based networks grow increasingly similar to their biological counterparts, drawing
from the principles of Nature itself. Neural networks mimic the behavior of the human
brain to classify data and perform pattern recognition. Genetic algorithms apply the
principles of chromosomes and mutation to ‘evolve’ solutions with minimal human
intervention, often arriving at results equal or better to their human-designed
equivalentss. These techniques are not limited to the virtual world; neural network

modules can be evolved directly into hardware using reconfigurable microchips4z.

Future networks will not be built, they will be grown.qs

Another model under study to protect future networks is the biological immune system.
Artificial immune systems mimic the response characteristics of their biological
counterparts, recognizing foreign ‘antigensig’ and mounting an immune response using

‘antibodies’ to neutralize the threat as it unfolds. Hundley and Anderson define three

shared attributes between the biological immune system and the Internetyo:

Higher-level biological organisms are comprised of a large number of diverse, complex,
highly interdependent components. So is cyberspace.

Biological organisms face diverse dangers that cannot always be described in detail before
an individual attack occurs, and which evolve over time. Organisms cannot defend against
these dangers by ‘disconnecting’ from their environment. The same is true of information
systems exposed to threats in cyberspace.

Biological organisms employ a variety of complementary defense mechanisms, including
both barrier defense strategies involving the skin and cell membranes, and active defense
strategies that sense the presence of outsiders, i.e. antigens, and respond with circulating
killers, i.e. antibodies.

'® Brooks, Koza.

:; Field programmable gate arrays.
Author.

19 Antigen: a foreign protein.

20 Hundley and Anderson p. 243
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Early examples of this technology were developed and deployed at the EU based Starlab
research laboratory to protect against intruders both physical and digital. Corporate and
government research centers across the globe are at work upon similar, biologically
inspired techniques to enhance existing network security measuresz1. It is only a matter of
time before sophisticated attackers begin to utilize these techniques offensively, placing

any system not similarly equipped at a disadvantage in event of an orchestrated attack.

Discussion

Our machines that function in this environment are like the early biplanes
compared to the 747 or the B-2, and our mastery of this environment is akin
to our mastery of the air in the 1920s.

Dan Kuehl

There is no doubt that novel technologies will have far-reaching and revolutionary impact
on the way we live our everyday lives. Intelligent agents to maximize work productivity,
expert systems to analyze massive amounts of data, even household robots to complete
tasks and provide companionship and interaction are but a few of the applications that are
already invading the marketplace. Commerce and industry, already reliant upon the
Internet, will fund new technologies out of a necessity driven by fierce competition in the
global marketplace. Self-repairing systems and artificial immune systems will protect
critical data servers. Intelligent agents will guide financial transactions. Expert systems
will monitor stock market conditions. Decreasing costs and industry competition will spur
the onset of an era in which our digital counterparts hold increasing importance in our

everyday lives.

2! williamson 2002.
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The constraints of augmented reality are limited only to our imagination. The physical
world will no longer hold its monopoly on experience. Realistic sensory interfaces will be
the last hurdle in creating a fully-convincing virtual reality experience. Computers will
transmit data not only in the form of the familiar visual and auditory information, but also
in the form of tactile and olfactory stimulation. Sensory input will be refined through
advances in nanotechnology, with sensors only nanometers across, in some cases directly
interfacing with the nervous system. The boundaries between the virtual and the physical

world will begin to blur beyond distinction.

How will threats to the global infrastructure be dealt with in this age of rapid change? The
threat of information warfare transcends all boundaries. Unconstrained by national
borders, the United Nations can work with other international standards bodies to ensure a
smooth transition into this age of information. Law enforcement and intelligence
agencies, research centers and transnational corporations, national, state and local
governments will all have a role to play in assuring the security of information in the

universal networked society.

To suggest these changes will come without conflict is naive; but to suggest halting their
development is equally unrealistic. To no small degree, these advances will pose unique
ethical dilemmas. Future technologies have the power to transform civilization into
potential utopia — or dystopia — depending on society’s ability to confront the questions
with maturity and tolerance. For the first time in human history, we will truly have the

power to harness the engines that drive evolution.
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